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Introduction 
Recent reports on the use of information technologies to share security information indicate that there are a 
number of challenges with government efforts to share information. This paper outlines the challenges in infor-
mation sharing with industry, presents one approach to mitigating these challenges—user experience design— 
and provides tools for ensuring that the Air Domain Awareness portal on the Homeland Security Information 
Network for Critical Infrastructure (HSIN-CI-ADA) is useful and easy to use. 

Challenges	  in	  information	  sharing	  
There has been an increased focus on information sharing in the air domain. In 2011, the Government Account-
ability Office (GAO) released a report to Congress identifying the importance of sharing information with the 
private sector:  

 
Because the private sector owns and operates the majority of infrastructure and resources that are 
critical to our nation’s physical and economic security, it is important to ensure that effective and ef-
ficient information-sharing partnerships are developed with these private sector entities. 1 

 
The GAO surveyed 335 aviation, rail, and highway stakeholders; reviewed agency planning documents; and in-
terviewed industry associations, transportation stakeholders, and Department of Homeland Security officials. 
The report showed that though stakeholders were generally satisfied, they wanted to improve the availability and 
usefulness of threat information. The executive branch has also noted the importance of providing information 
services that are useful. In the National Strategy for Global Supply Chain Security,2 the White House outlines the im-
portance of providing incentives to encourage stakeholder collaboration to support the timely and efficient flow 
of commerce. In particular, they call for fostering an “all-of-nation” approach and “empowers these stakeholders 
to contribute to the mission.” In December of 2012, the White House expanded on this strategy by specifically 
calling out information sharing. In the National Strategy for Information Sharing and Safeguarding, the White House 
calls for improved information access, improved trust building, expanded incentives for information sharing, and 
support for improved decision-making: 
 

Informed decision-making requires the ability to discover, retrieve, and use accurate, relevant, timely, 
and actionable information …Ultimately, the value of responsible information sharing is measured 
by its contribution to proactive decision making. 3 

 
In support of the strategy to improve the usefulness and usability of information sharing with the private sector, 
the Multimodal Information Sharing Team (MIST) has, since 2008, conducted research with public and private 
sector security professionals. This research indicates that often the problems with information retrieval systems 
are that they are not easy to access, they are not easy to use once accessed, and they do not provide information 
that is useful.4,5 As shown in Figure 1, the research shows that improving access means reducing the barriers to 
getting to the information by establishing easy password processes, simplifying access to FOUO information, 
and providing anytime-anywhere access. Security professionals also want information that is easy to use and nav-
igate, including clear menu structures and plain language. Finally, industry professionals want security infor-
mation that is useful to them in their daily operations. As called for in the National Strategy, industry users want 
information that is targeted to their interests and is actionable.  
 
  



MAKING	  SECURITY	  INFORMATION	  USABLE  4 
 

M u l t i m o d a l  I n f o r m a t i o n  S h a r i n g  T e a m   H S I N - C I - A D A  W e b s i t e      

 
 

Figure 1: Industry information needs6 

 
 
Government information systems are not alone in facing the challenges of meeting user needs. In industry, the 
importance of understanding the needs of the users is well documented. An early IEEE study described the 
most common factors involved in the failure of modern technology projects7. Top among these are “badly de-
fined system requirements” and “poor communication among customers, developers, and users.”  
 
Forrester Research, a leading technology research firm, found in a survey of 106 IT executives in North America 
that understanding the needs of customers, designing the user interaction, and measuring the success of the ex-
perience are key success activities when designing IT systems.8 E-commerce sites as well are aware of the inter-
play between function and usability—for them, a competitor is located only a click away. That is why a user fo-
cus is a key component of their design process and is recognized as an important element in creating customer 
trust.9   
 
In order to ensure that the HSIN-CI-ADA website supports the needs of industry, we therefore recommend 
using a structured approach to designing the interaction that includes clear requirements and ongoing user input. 

Designing	  with	  users	  in	  mind	  
Government and industry developers have found a way to mitigate the risk of designing websites that do not 
meet the needs of their users by using a customer focused approach. This approach is known as user-experience 
design (UXD or UX) or user-centered design (UCD) and is defined by the Department of Health and Human 
Services: 

“UXD focuses on having a deep understanding of users, what they need, what they value, their abilities, and 
also their limitations.  It also takes into account the business goals and objectives of the group managing the 
project. UX best practices promote improving the quality of the user’s interaction with and perceptions of your 
product and any related services.”10  

 
By applying UCD methods to system design, organizations can mitigate the risks of designing ineffective sys-
tems. Nielson-Norman Group, in their study of hundreds of websites, has measured the benefits of using 
UCD11:  

• On average, e-commerce sites double their sales by following user experience guidelines. 
• Improving the usability of a company's intranet can increase employee productivity and save millions 

of dollars. 
• Website use typically doubles when a site is made easier to use.  
• User understanding increases when websites are rewritten according to usability guidelines. 
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The Standish group, an industry watchdog, also found that the three major reasons an IT project will succeed are 
user involvement, executive management support, and a clear statement of requirements.12 When asked how 
information technology could be simplified, 250 IT managers cited ease-of-use, a customer-centered focus, and 
intuitive interactions as their top three priorities13. Major software developers such as Google, Microsoft, Ama-
zon, eBay, and Intuit use UXD processes, affirming its value in product development. Many quality government 
sites also employ the UX process. For instance, the Social Security Administration, the National Cancer Institute, 
the Internal Revenue Service (IRS), and the Department of the Treasury have integrated UX processes into their 
designs. 
 
The impact of poorly defined requirements is significant. A poor understanding of users needs and behaviors 
can disrupt the adoption of new technologies and systems by creating a gap between what is built and what is 
needed. When development teams understand the specific needs of users they can create systems that are useful 
and easy to use. They do this by operationalizing user needs into a set of performance and usability requirements 
that drive the development of new systems. These requirements are then used during the iterative design of a 
system to establish feature sets, refine designs, and test prototypes.   

The UXD Process  
Forester Research recommends a three-part approach to UXD that includes setting business goals, engaging us-
ers, and including user-centered methods. These methods are summarized in Table 1 and include a variety of 
research and design methods that focus on understanding the users of a system, establishing success criteria, and 
iteratively testing and designing the product. 
 

Table 1: Steps for User-experience Design (Forester Research) 

 
In this report, we have used this overall approach to create a set of UXD deliverables for the HSIN-CI-ADA 
website. These deliverables can be used to improve the overall usability and to design new features and im-
provements. 
  

1. Set business goals • Identify business goals that relate to customer experience — such as increasing revenue, 
decreasing service costs, and building brand. 

2. Identify and understand your 
target users 

• Examine existing data on customers and prospects. 
• Conduct additional primary (ethnographic) research to understand customers’ 
       behaviors and attitudes. 
• Identify patterns and create behavioral segments. 
• Specify the stakeholders who must be able to use the channel to achieve their goals. 

3. Map user goals to business 
goals 

• Identify target user goals most critical to business results. 
• Interview key stakeholders to uncover needs and constraints. 
• Resolve conflicts between business goals and user goals. 

4. Create/distribute personas • Build design personas. 
• Document user goals and scenarios that support business goals. 

5. Develop concepts and high-
level design 

• Develop information architecture to support personas and their goals. 
• Identify content and function required to support scenarios. 
• Pinpoint specific business or technical constraints on scenarios. 
• Assess potential impact on related systems either within or across channels. 
• Prioritize scenarios based on persona and business goals. 

6. Specify business success met-
rics 

• Establish specific metrics for measuring success against business goals.  
• Establish mechanisms for measuring results — such as analytics. 

7. Iterative rounds of prototypes, 
business reviews, and user expe-
rience evaluations 

• Create and iterate prototypes starting with nonworking versions and working up to ver-
sions with limited functionality. 

• Review prototypes for compliance with business goals, user goals, and technical capabilities. 
• Conduct expert evaluations and/or usability tests on prototypes. 

8. Build and test system • Build out fully functional system. 
• Conduct expert reviews, usability testing, and QA testing. 

9. Launch and measure business 
results 

• Measure results against goals for business success metrics. 
• Assess why project does or does not meet business goals. 

10. Optimize • Make and test iterative changes after system is live. 
• Measure results against business success metrics. 
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Defining usability for HSIN-CI-ADA 
The UXD process described above is intended to help teams deliver a website that is easy to use. The ease of 
use, or usability of an information system is defined as “How effec-

tively, efficiently and satisfactorily a user can interact with a user 
interface14." During the MIST research, industry and government 
users identified access and ease of use as top challenges in infor-
mation sharing. Combining this research with known usability 
guidelines, we have created a usability heuristic to account for spe-
cific usability requirements outlined by the private sector in our 
workshops. Heuristic reviews for website evaluations were intro-
duced in the 90’s by Nielson and Molich and are often used to 
identify large scale problems with websites15. In creating our heu-
ristic, we identified six general characteristics important to measur-
ing the usability of a website: access, navigation, content, visual 
treatment, interaction, and trust (see Figure 2).    
 
Access issues cover elements like the registration process, passwords, and page load speed.  
Navigation factors include how the site is structured and labeled and how search is implemented.  
Content factors include how the content is presented and how language is used.  
Visual details include the appropriateness and scanability of images and visual elements.  
Interaction refers to how well the site supports specific tasks, provides feedback and prevents errors.  
Trust addresses the users ability to identify ownership, and value and trust the content.  
 
Development staff, usability professionals, and users can use these heuristics to evaluate the overall usability of 
the site (Usability Heuristic is in Appendix A).  
 
In addition, we recommend using the System Usability Scale (SUS) for measuring the overall usability of the 
ADIEE website. The SUS is a validated and reliable measure of perceived usability, system satisfaction, and 
learnability.16 This 10 point scale converts into a percentile rank of a site. An “average” SUS score is 68 and any-
thing above 68 would be considered a passing score. The SUS instrument can be found in the Appendix F. 

Defining usefulness for HSIN-CI-ADA 
Following a user experience process ensures that a website is not only easy to use but also is useful for accom-
plishing tasks that are important to the users.  In fact, people are willing to put up with poor usability if they re-
ceive something that is valuable to them. One measure of usefulness, the Technology Acceptance Model 
(TAM)17 (Appendix G) includes a section on evaluating the usefulness of a product or service. This model de-
fines usefulness as: "the degree to which a person believes that using a particular system would enhance his or 
her job performance" and presents a ten item scale to measure usefulness.  The TAM has been shown to be a 
valuable tool for predicting a user’s intentions to use an information system.18  
 
Another simple way to measure how satisfied your users are is to see how willing they are to recommend the site 
to others. A 2003 article by Harvard Business School found that people’s willingness to recommend a product, 
company, or service was highly correlated to their purchasing behavior.19 Therefore, we recommend including a 
“willingness to recommend” question as part of ongoing site evaluations. The TAM instrument and recommen-
dation question are located in the Appendix. 

  

Figure 2: Usability Characteristics 
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HSIN-CI-ADA User Requirements 
Current plans for the HSIN-CI-ADA website include ongoing design improvements and a general process for 
user evaluations.  Using the research that MIST has conducted over the last five years, we present five methods 
for enhancing the usability of the HSIN-CI-ADA website: 

1. Web goals and metrics 
2. Scenarios of use 
3. Design Persona 
4. Content analysis 
5. Usability test plan 

Web goals and metrics define the success criteria for the site and are used to evaluate the overall effectiveness of 
the site. Scenarios of use describe the user’s flow and drive the physical design of the site. Design personas are 
archetypal descriptions of the users and are used to clarify and communicate user needs. A content analysis is 
used to structure the information and forms the basis of search and navigation systems. And the usability test 
plan is used to iteratively evaluate and improve the site performance. 

Web	  goals	  and	  metrics:	  defining	  success	  
The first step in developing a website for information sharing is to understand what is desired. Once the website 
is established, the next step is to ensure that the site is successful at meeting the established goals.  The Air Do-
main Intelligence Integration Element (ADIIE) gathered initial requirements for the HSIN-CI-ADA website 20. 
MIST research has also provided a number of user generated requirements. These combined requirements in-
clude both organizational goals and user goals. Reviewing published ADIIE requirements and data collected 
from industry during MIST workshops, we have identified a number of underlying goals and success metrics for 
the HSIN-CI-ADA website that can be used to establish success metrics. 

Website goals 
Looking at published requirements for the site, there are three overarching strategic goals from the government 
perspective: 

• To improve information sharing 
• To develop a “security” community 
• To advocate for the analysis and collection of intelligence data 

 
These goals complement the user goals uncovered in MIST research, as shown in Table 2. The MIST findings 
regarding user goals for industry security professionals include: 

• Receiving high quality information 
• Building trust 
• Mitigating operational risks 
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Table 2: Site Goals 
	   ADIIE	  Requirements21	   Industry	  Requirements22	   	  

Im
pr
ov
e	  
In
fo
rm

at
io
n	  
	  

Sh
ar
in
g	  

 
Effectively share information 
• View, report, exchange intelligence data 
• Increase threat reporting 

Increase efficiency 
 
Increase discoverability 

 
 

 
Simplify access 

 
Receive timely, all-hazards threat infor-
mation 
• View current threats 
• See ongoing trends 

Increase efficiency 
• Mitigate threats 

Increase usability 
• Clear navigation 
• Simple, plain language 

Simplify access 
 

Re
ce
iv
e	  
hi
gh

	  q
ua

lit
y	  
	  

in
fo
rm

at
io
n	  

D
ev
el
op

	  th
e	  
Co

m
m
un

ity
	  

 
Facilitate relationship building 
• Formalize collaboration  
• Expand the community 
• Share best practices 
• Allow community input  

Centralize connectivity 
• Coordinate with LEO and HSIN* 
• Deconflict initiatives  
• Clarify roles & responsibilities 
• Provide global tools 

 

 
Facilitate relationship building 
• Increase communication 
• Include multimodal partners 
• Share best practices 
• Allow community input  

Centralize government agencies 
• Coordinate government agencies 
• Minimize initiatives 
• Clarify roles and responsibilities 
• Build off of existing tools 

Develop mutual respect 
• Provide domain training  

 

D
ev
el
op

	  tr
us
t	  

Ad
vo
ca
te
	  fo

r	  A
na

ly
si
s	  &

	  
Co

lle
ct
io
n	  

 
Support Analysis 
• Provide a common data set 
• Provide valuable information from the 

IC and DoD † 
 
 
Integrate requirements & processes 
• Clarify processes 

 

 
Increase usefulness 
• Provide actionable data 
• Provide timely data 
• Provide accurate information that sup-

ports operational decision-making 
 
Integrate requirements & processes 

• Standardize processes M
iti
ga

te
	  o
pe

ra
tio

na
l	  

ris
ks
	  

 
When looking at the first goal—improving information sharing—we see that the private sector wants to receive 
quality information—easy access to and efficient usage of current threat and trend data. Because the Usability 
Heuristic that we developed for the HSIN-CI-ADA website provides a quantifiable metric for measuring many 
of these types of usability impacts, a usability expert from MIST used the heuristic to conduct a usability review 
of the HSIN-CI-ADA website (as summarized in Figure 3).  
  

                                                        
 
* Law Enforcement Network (LEO), Homeland Security Information Network (HSIN) 
† Intelligence Community (IC), Department of Defense (DoD) 
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This review showed that Access and Visual factors were mostly satisfactory. The visual treatment is simple and 
uncluttered. However, the difficulty of resetting a forgotten password limits access to the site. MIST research has 
shown that this one factor alone can be a significant barrier to use. Not surprisingly since the site is in early beta 
testing, the Navigation, Content, Interaction and Trust factors 
also require attention. Specific recommendations can be found in 
the Appendix and include aligning the Navigation with user tasks 
and making the Content descriptions more explicit.  
 
The second ADIIE goal of developing the community is mir-
rored by the private sector interests identified by MIST, with an 
additional emphasis on building trust. For industry, trust is built 
when there is good communication, coordination, and mutual 
respect. In an information sharing website, good communication 
is a key feature—the site should allow for wide participation, 
support the sharing of best practices, and allow for two-way 
communication. The site should also minimize duplication and 
help clarify roles and responsibilities.  Currently the HSIN-CI-
ADA site has strong support for collaboration through the vide-
oconferencing tool but only minimal support for other communi-
ty building resources. Finally, when it comes to trust, the site does 
a good job of describing its function and purpose but lacks com-
pelling content—all necessary elements of online trust. 
 
From industry’s perspective, the third goal of advocating for increased analysis and collection is dependent upon 
the delivery of useful content.  When industry receives integrated, timely, accurate, and actionable information, 
they are more likely to engage in the collection and analysis of threat information. In our review of the site, there 
does not appear to be a lot of actionable content to support operational decision-making.  

Success Metrics 
During the MIST research, the private sector outlined a number of success metrics for information sharing sys-
tems (see Figure 4).  Website metrics typically are based on the ability of a website to meet three levels of user 
goals: the page level, the scenario level, and the website level. 23  Website metrics are focused on measuring the 
core performance goals of a website, for instance, providing valued information. There are also scenario level 
metrics that address specific user interaction goals, for instance, being able to register. The third metric is at the 
page level and is usually targeted at navigation and comprehension—can users locate what they need, and under-
stand or use what they get. In addition, MIST stakeholders have identified a fourth type of goal, the strategic 
goal. Strategic goals are focused on outcomes and indicate how well a product supports specific objectives. An 
example of a strategic goal for industry security professionals is to minimize risk.  The first three goals are readily 
quantified and measured as people interact with the site. Strategic goals however are a little more difficult to 
track and may require a combination of subjective and objective measures taken over time. 
  

Figure 3: HSIN_CI_ADA Usability Score 

0.0	  
1.0	  
2.0	  
3.0	  
4.0	  

Usability	  

1=very	  difficult	  (I	  would	  normally	  give	  up)	  
2=somewhat	  difficult	  (I	  was	  frustrated	  a	  lot)	  
3=somewhat	  easy	  (I	  was	  only	  frustrated	  a	  few	  times)	  
4=very	  easy	  (everything	  went	  as	  expected	  and	  was	  easy) 
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Figure 4: Industry Recommended Metrics 
Page metrics 

• Fewer layers to access information 
 
Website metrics 
Level of participation 

• Greater variety of users   
• Greater number of users on distribution lists for 

alerts 
• Greater number of responses to calls for infor-

mation sharing 
Level of satisfaction 

• More satisfied users 
• Fewer user complaints 
• Increased frequency of use 

Applicability 
• Comprehensive topic coverage 
• Greater utility 

 
Scenario metrics 

• Less time to access a contact person 
• Access to timely information 

 

	  

Strategic metrics 
Better security outcomes 

• Increased safety 
• Lower crime 
• Increased protection of assets 
• Improved business continuity 
• Increased risk mitigation 
• Decreased pollution 
• Increased success of drills 
• Improved preparedness 
• Improved response times on alerts 

Better security processes 
• Higher quality criminal investigations 
• Increased situational awareness 
• Improved security postures 
• Improved level of training 

Better operational processes 
• Decreased turn-around time 
• Fewer delays 
• Lower costs 
• Increased revenue 
• Reduced violations 
• Increased compliance 
• More efficient enforcement  

Better working relationships  
• Longer lasting relationships 
• Stronger relationship with key US agencies 
• Increased public confidence 

 
 
 
Looking at Figure 4, you can see that from an industry perspective, the most important effects of an information 
sharing site are strategic—content that helps industry be safer, more efficient, and more collaborative is the most 
highly valued. 
 
Security professionals also identified page and website metrics as possible indicators of successful information 
sharing. Page metrics relate to how easy the site is to use and include navigation and information design heuris-
tics as described in the Usability Heuristic discussed earlier. Website metrics are important indicators of the de-
sirability of the site. Stakeholders suggested a number of ways to measure the desirability of the site. These met-
rics include traffic data (number and variety of users, the number of requests for information, the number of 
complaints, the frequency of use), and usefulness data (e.g., perceived level of satisfaction, perceived relevance of 
content, and the perceived ability to act on the information.) Traffic statistics should be tracked as part of ongo-
ing web development. Desirability can be tracked using the Usefulness Scale in Appendix G and the Satisfaction 
Scale in Appendix H. 
 
Finally, scenario metrics, which measure how well users can accomplish tasks, are key indicators of the useful-
ness of the site. Scenario metrics are typically measured during product tests and yield information on effective-
ness, efficiency, and satisfaction. MIST stakeholders identified a number of scenarios that should be supported 
by the site. These scenarios are presented in the next section and should be used to drive the design of the site 
and to measure how successful the site is in supporting key tasks. A sample scenario-based usability test is pre-
sented in the Appendix E. 

 	  



MAKING	  SECURITY	  INFORMATION	  USABLE  11 
 

M u l t i m o d a l  I n f o r m a t i o n  S h a r i n g  T e a m   H S I N - C I - A D A  W e b s i t e      

Scenarios	  of	  Use	  
 
Task scenarios are a core design tool used to describe the users' tasks in a way that is accessible and action fo-
cused. The usage scenario offers the design team a rich picture of the customers’ goals and tasks, motivations, 
and triggers for action.  Scenarios are used to derive use cases that are then used to drive the design of the web-
site. A use case is basically a list of steps to achieve a goal and they are used in web and software development to 
define functionality. Scenarios are also used to develop usability test scenarios to validate and inform the design.  
 
For HSIN-CI-ADA, we have derived six core scenarios that industry security professionals are likely to engage 
in. These scenarios are based on MIST research and include a list of possible use cases.  
 

 
 
 
Scenario 1: Increase situational awareness—view security news and recent events  
The security manager is starting his day and wants to quickly get an overview of what might impact his opera-
tions. He wants to see relevant national and regional “all-hazards” threat information that can help him be more 
secure. 
 

Possible use cases: 
• View incident alerts (to see trends) 
• View regional security meetings (to stay informed and connected) 
• View crime trends (to better prepare for criminal threats) 
• View security breaches (to better prepare for terrorist threats) 
• View weather and geologic trends (to better prepare for natural disasters) 

 
 
Scenario 2: Assess risk—evaluate current trends 
The security manager wants detailed information on high likelihood events. He wants help in evaluating the like-
lihood of an event happening to them and determining their risk exposure. 
 

Possible use cases: 
• View risk assessments for different types of all-hazard threats (to determine their risk and better pre-

pare) 
• View details of threats (to understand risk parameters—vulnerabilities, targets, etc. and prepare) 
• View threat trends based on individual circumstances (to understand current trends, likely next oc-

currences) 
• View recent historical threat patterns (to better understand risks) 
• View mitigating actions (to help them lower their risk) 
• Access risk assessment tools (to help them evaluate their specific circumstance) 

 
 
Scenario 3: Report an incident—report threats and receive feedback 
The security manager has experienced or witnessed a possible security threat. They want to easily report infor-
mation that can improve security for themselves and others. 
 
Possible use cases: 

Increase  
Awareness 

Assess  
Risk 

Report an 
Incident 

Establish 
Procedures 

Be 
Compliant 

Learn from 
Others 
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• View types of threat information to be reported (to learn whether the observed incident is reportable) 
• Report a threat (defining adequate details for follow-up by relevant agencies) 
• Receive confirmation that the threat report is received (to get feedback that the process worked and is val-

ued) 
• Receive follow-up information on the outcome of the reported threat (to increase the likelihood of report-

ing) 
• Receive feedback on trends in reporting and typical outcomes (to increase the likelihood of reporting) 

 
 
Scenario 4: Establish procedures—see how to mitigate threats 
The security manager wants to see how they can mitigate threats. They want to see recommended procedures for 
threat preparedness and response. 
 
Possible use cases: 

• View sample response plans or templates (to improve response) 
• View security plans (to improve preparedness) 
• View security training plans (to improve effectiveness) 
• Access forms (to improve efficiency) 
• View lessons learned from others (to improve effectiveness) 

 
 
Scenario 5: Be compliant—look for new or upcoming policies 
The security manager wants to see new policies that may affect their operations. They want to make sure that 
they are in compliance with current regulations and see if there is anything new on the horizon.  
 
Possible use cases:  

• View announcements of upcoming legislation (to provide input) 
• View a dated list of relevant regulations (to track regulations) 
• View pending legislation, (to help them establish procedures) 
• View existing legislation (to help them understand requirements) 
• Provide input to proposed legislation (to improve effectiveness and efficiency) 

 
 
Scenario 6: Learn—look for lessons learned from previous events and best practices 
The security manager wants to see best practices in security. They want to learn from others’ errors and success-
es. 
 
Possible use cases: 

• View a structured list of lessons learned (to see if there are topics that can help them) 
• View summary information on lessons learned (to see patterns of issues) 
• View detailed documentation on past security breaches (to evaluate specific actions for applicability 

and feasibility) 
• Add a lesson learned of your own (to help others improve security practices)  
• Comment on lesson learned topics (to help others improve security practices) 
• Communicate with others about their experience (to refine best practices) 
• View options for security training (to train themselves and others) 
• Sign up for security training (to reduce barriers to ongoing training) 

 
Scenarios of Use are important tools for understanding and communicating what users want to do with a prod-
uct. Another useful tool for helping the development team stay connected to the user is the Design Persona.  
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Design	  Persona	  
One of the tools for helping teams prioritize and specify requirements is the design persona. Design personas are 
archetypal users of a system that represent the needs of larger groups of users. They act as stand-ins for real us-
ers and help guide decisions about functionality and design. They identify user motivations, expectations, back-
ground, and specific information sharing needs related to their online behavior.  Personas are based on empirical 
research with users. When selecting key users, we use a number of decision criteria: 
 

• Which users have high value to the aviation community? 
• Which population is most at risk or have the greatest need? 
• Which users will use the site as a primary communication mode? 
• Which users represent the widest swath of goals/tasks 

 
Focusing on the users of an information system serves a number of functions.  First, it provides a method for 
prioritizing and validating features and content. Second, it reduces risk by specifying concrete and specific func-
tionality. Third, a structured view of users facilitates communication by making the real world requirements 
come alive and by providing a common language for design professionals.  

Prioritizing features 
When designing a website, why do we want to focus so narrowly on one group? As we’ve discussed, one of the 
challenges in website design is prioritizing the features and functions that the site will offer. With limited (or no) 
budgets, web designers must have a method for deciding which features and functions to include.  Often re-
quirement lists end up being a laundry list of functionality with no sense of priority. Websites that are designed 
with these laundry lists often end up serving no user particularly well. By identifying discrete sets of users and 
designing for them, site designers can concentrate on a manageable set of key users, knowing that the design will 
satisfy all users with similar goals. And, when the site design is consistent with the needs of a specific user, repre-
sented by the persona, other users quickly learn what is expected of them and understand what the site can do. 
 
ADIIE has identified three main user groups for their site: Federal intelligence and law enforcement profession-
als, local law enforcement, and commercial and general aviation security professionals. Because the commercial 
security professionals have few resources for receiving threat information and their importance to national secu-
rity is critical, the ADIIE has identified commercial and general aviation security professionals as the primary 
audience for the initial rollout of the website. The other user groups will most likely have significant task overlap 
with the commercial and general aviation security professionals and we recommend that future site plans include 
deeper analysis of these other users’ needs.  
 
There are two known types of commercial security professionals. The first type is the corporate level security 
professional, characterized by his/her position as a centralized security resource. ADIIE has been focusing pri-
marily on this user as a source for requirements. The second type is the operational security professional, who 
operates at a local level and is closely tied to day-to-day air operations. The MIST research has targeted this level 
of industry representation because of their close connection to what is happening at the operational level and the 
value of their “boots on the ground” perspective. We believe that the “Air Operations Security Professional” 
shown in the highlight on the next page is the pivotal role for an information sharing system because of the vari-
ety of activities that they engage in, the importance of their input to improving national situational awareness, 
and their need for an easy to use and centralized source of information.  
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Background 

The work of air operations security professionals varies by area of responsibility and skills. One role variation is 
the “Airline Station Manager” or “Airport Operations Supervisor” who typically are in charge of an airline’s oper-
ations at a particular airport. They often have a background in operations or business and are responsible for per-
formance, safety, security, financial controls, service delivery, compliance, and external relationships as well as se-
curity. A second air operations security professional is the “Director of Security” or “Security Manager.” These 
professionals are focused primarily on security and they often have a background in law enforcement.  They are 
responsible for designing and implementing airport security programs, ensuring compliance with TSA regulations, 
training staff, liaison with the FBI, TSA, outside jurisdictions, airport personnel, Air Marshalls and local police, 
and coordinating the airport’s overall response to safety and risk management issues. 

Information	  Outcomes	  
Industry	  users	  want	  actionable	  information:	  

§ Improve	  overall	  situational	  awareness	  
§ Aid	  in	  policy	  setting	  
§ Show	  trends	  and	  patterns	  for	  prediction	  
§ Manage	  all	  hazard	  risks	  
§ Describe	  the	  impact	  on	  operations	  

	  
Typical	  Information	  Tasks	  

§ Report	  a	  threat	  or	  pattern	  
§ Receive	  feedback	  on	  communications	  
§ View	  or	  monitor	  recent	  threats	  
§ See	  recommended	  mitigating	  actions	  
§ Understand	  security	  requirements	  
§ Receive	  training	  materials	  

	  

User	  Goals	  
Industry	  users	  are	  most	  concerned	  
about	  operations:	  

§ Keeping	  passengers,	  cargo,	  and	  
employees	  safe	  

§ Lowering	  costs	  
§ Increasing	  operational	  efficiency	  
§ Staying	  in	  compliance	  

	  

Interaction	  
Users	  prefer	  face-‐to-‐face	  contact	  and	  
want	  information	  that	  is:	  Easy	  to	  ac-‐
cess	  
No	  barriers	  to	  access	  

§ Easy	  to	  get	  to	  
§ Pushed	  to	  them	  
§ Anytime,	  anywhere	  access	  

Easy	  to	  use	  
§ Simple,	  plain	  language	  
§ Clear	  navigation	  
§ Coordinated	  and	  standardized	  

Useful	  
§ Targeted	  to	  their	  interests	  
§ Actionable	  
§ Timely	  

	  

Air	  Operations	  Security	  Professional	  
Figure	  5:	  “Air	  Operations	  Security	  Professional”	  Persona	  
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Clarifying Functionality 
The second benefit of focusing on specific users is that it allows us to identify specific and concrete functionality 
that will support users’ goals.  As you can see in the callout, industry professionals care about operational is-
sues—keeping people and cargo safe, operating efficiently, and staying in compliance. Industry partners want 
information that feeds those goals by being actionable—improving situational awareness and helping in opera-
tional decision-making. When going to an information site, security professionals are often looking to report a 
threat, learn about new threats, or understand what they need to do to mitigate their risks. When they engage in 
these tasks, they want to quickly and easily get information that is targeted to their interests. 

Facilitating Communication 
The third benefit of using Design Personas is that they are easily communicated and can be used for ongoing 
decision-making. Personas have been successfully used within design teams to clarify functionality24, to com-
municate to recruiters the types of users to enlist in usability testing, and to inform and energize customer service 
personnel about their clients25. Because they provide concrete details about user goals, tasks, and skills, Personas 
are also a valuable alternative to conducting expensive user research during the development phase. 
 
Knowing the desired effects of your site and addressing the specific needs of your users are fundamental princi-
ples that drive the design of an information-rich site. It should drive both how users interact with the site and 
the content that is on the site.  
 

Content	  Structure	  
The current HSIN-CS ADA site has been organized with the input of a few subject matter experts guided by 
other HSIN sites and technology support personnel. An initial evaluation of the site reveals significant challenges 
with the structure of the content, including ambiguous navigation and document labels, non-descriptive docu-
ment titles and descriptors, and a lack of robust document meta-tagging.  In reviewing other aviation security 
websites, the lack of an easy to use and robust navigation is common. To better understand possible structures, 
we reviewed current online aviation security information resources: 

• HSIN-CI-ADA 
• Airport Magazine 
• American Association of Airport Executives 
• Aviation Security International 
• Aviation Week 
• Bloomberg Aviation Security 
• Government Security News- Aviation Security 
• Homeland Security News Wire- Aviation and Airports 
• Planet data- The Security News Network- Aviation Security 
• Thirty Thousand Feet 

 
Table 3 lists the content structure of the nine sites reviewed and notes the common categories with an asterisk.  
Bolded topics are from the HSIN-CS-ADA site.  
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Table 3: Common Content Categories 

Accident  
Agency Sites* 
Air Crash 
Air Disaster 
Airport & Aircraft 
Aviation Security 
Blogs* 
Cargo 
Commercial Aviation  
Corporate Aviation 
Cyber 
Cyber security 
Daily News & Reports * 
Emergency Landings 
 

Events* 
General Aviation 
Global Security 
Grants & Funding 
Homeland Security 
Insider threat 
Intelligence 
Law Enforcement 
Legal 
Market Briefs 
Military Aviation 
Natural disaster 
News Shorts 
Passenger Screening 
 

Podcasts* 
Products 
Publications 
Registered Traveler Programs 
Risk management  
Services 
Space 
Terrorism 
Training 
Video News Links 
Webinars 
Website Links * 
Weekly Reports 
White Papers 
 

  
These categories, combined with the above analysis of user tasks and scenarios, should be used to develop a ten-
tative taxonomy, or knowledge organization, that can be tested with users, using a content sorting technique de-
scribed later in this paper. 

User	  testing	  
User testing is a recommended methodology for judging the usability of a website and focuses on having real 
users interact with the site. There are a variety of methods that are commonly used for evaluating the usability of 
websites, such as focus groups, interviews and surveys. Direct user testing of a website is recommended over 
attitude and opinion based methods because measuring or observing how users actually use things is more accu-
rate than hearing users’ opinions.26  Focus groups often deliver data that is based on what users may think they 
want versus what they really need as they are pursuing an end outcome, which often leads to “feature creep.” 
Feature creep refers to a situation where features are arbitrarily added to a product or service without having sol-
id evidence that they are needed. We have selected four methods for the HSIN-CI-ADA website that emphasize 
direct user experience with the site. The four methods are heuristic reviews, online surveys, content sorting, and 
a scenario-based usability test. 

Heuristic Review 
The first method we recommend for evaluating the usability of a website is a heuristic review. A usability expert 
using the Usability Heuristic described earlier performed an initial heuristic review of the site. While an expert 
review is a good way to evaluate large scale deviations from best practices, they often suffer from the fact that 
the expert is not the real user and does not have a realistic set of goals and limitations.  In addition, having only 
one reviewer is not as reliable as having several reviewers participate27. For this reason, we recommend that the 
Usability Heuristic be used by both the internal development team and real users. The internal development 
team can use the heuristic to help them judge the overall usability of the website as new features are developed 
and as the site is modified. Real users can also use the heuristic as an evaluation structure after use of the web-
site.  

Online Evaluations 
Ongoing user evaluations of content are another tool that can be used to track the usefulness and ease of use of 
a site. The usability.gov website is an example of getting real-time user feedback on web content and design.  At 
the bottom of each page of the site there is a question for the user, ‘Was this page helpful?’ Once you select an 
answer there are additional questions that seek to clarify why or why not the page was helpful.  Another exem-
plar is Netflix. In this example, users are able to rank the content on the site on a five point scale.  Since we’re 
seeing increasing reluctance on the part of users to participate in multiple item surveys, we recommend utilizing 
the Netflix method for evaluating content. These rankings can help guide users to useful content and can aid 
designers in future iterations of the pages.  
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Content Sort  
The third technique we recommend for validating the HSIN-CS ADA site is to employ a content grouping 
methodology called card sorting.  This method seeks to understand the users’ mental model for navigating a 
website. Users come to informational websites with both general and specific goals. The site’s navigation should 
be based on these goals and the users’ mental model of the information space. By engaging users directly in 
structuring the navigation, we leverage the user community in optimizing the layout, navigation and narrative 
description of the content.  There are two types of card sorting, open and closed.  An open card sort provides 
cards with the names of current or possible website sections without predetermined groups for the sections to be 
sorted into.  This allows participants to create and organize their own structure.  In a closed card sort partici-
pants are instructed to place cards into predetermined groups.  A card sort can also be conducted in a hybrid 
approach, where participants are provided with primary sections and then are able to create subsections as they 
see appropriate. An illustration of this technique is in Appendix D. 
 
We recommend conducting an online hybrid test with key user groups to optimize the HSIN-CS ADA website. 
A hybrid approach takes advantage of the efficiency inherent in the closed approach while still allowing the user 
perspective to be highlighted.  An online card sort also allows for easy user engagement and fast turnaround of 
the results.  

Scenario Test 
Finally, one of the most widely used and informative product testing techniques is the scenario-based usability 
test. Scenario tests are designed to evaluate a website or product by testing it with representative users doing rep-
resentative tasks. While users perform the tasks, observers note what they do and say. Observers collect both 
quantitative and qualitative data about task performance and note any usability problems or issues. Typical re-
sults include data on whether tasks are completed, how long tasks take, what types of problems occur, and how 
satisfied users are with the product. The goal is to identify problems and offer solutions for fixing them. For the 
HSIN-CI-ADA website, we propose the following test structure. 

Scope 
We recommend testing the most current version of the HSIN-CI-ADA website with industry representatives 
(based on the Design Persona.) As changes are made to the design, we also recommend testing with users prior to 
release. Future testing should also include other user groups.  
 
The test should evaluate the effectiveness, efficiency, and satisfaction of the site by answering key usability ques-
tions. These research questions and metrics are illustrated in Table 4 below. 
 

Table 4: Research Questions 
Issue	   Metric:	  

Effectiveness	  
Metric:	  
Efficiency	  

Metric:	  
Satisfaction	  

Do	  users	  understand	  the	  purpose	  and	  struc-‐
ture	  of	  the	  site?	  

Comments	   Page	  dwell	  time	  	  
Comments	  

Comments	  

Do	  users	  value	  the	  content	   Usefulness	  scale	  	  
Comments	  

na	   Willingness	  to	  recommend	  
Comments	  

Can	  users	  navigate	  to	  what	  they	  want?	   Success	  rate	  	  
Comments	  

Clicks	  
Time	  on	  task	  	  
Errors	  
Comments	  

Comments	  

Can	  users	  effectively	  search?	   Success	  rate	  	  
Comments	  

Attempts	  
Time	  on	  task	  	  
Comments	  

Comments	  

Can	  users	  easily	  accomplish	  tasks?	   Success	  rate	  	  
Comments	  

Errors	  	  
Comments	  

Comments	  

Do	  users	  find	  the	  site	  easy	  to	  use?	   SUS	  scale	  	  
Comments	  

SUS	  scale	  	  
Comments	  

Comments	  

What	  areas	  of	  the	  site	  are	  causing	  problems	   Success	  rates	  
Comments	  

Time	  on	  task	  	  
Comments	  

Comments	  
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Users 
For the first test, we recommend testing with the most at-risk user—the industry security professional. Partici-
pants should be selected based on their background and training as described in the Security Professional Perso-
na. As much as possible, participants should be sampled across regions of the US, age ranges, time on job, time 
in field, and role.  

Tasks 
During an hour and a half usability test, five or six tasks should be addressed. Based on our research with indus-
try security professionals, we recommend focusing on the following tasks: 

1. See an overview of the current threat situation 
2. View details on a specific threat 
3. Report a threat 
4. Get a sample security plan 
5. View lessons learned from others 
6. Locate a specific policy 

Protocol  
The tests should be conducted with 5-8 users (depending on budget and time considerations) since this is pri-
marily a qualitative study (which does not require higher sample sizes). Research shows that with qualitative stud-
ies targeted at improving the design of a site, there is not a significant change in the number of usability prob-
lems discovered with larger sample sizes.28  
 
Participants are usually gifted cash, gift cards, or other items in order to encourage participation. Ninety minute 
tests are recommended to maximize user contact and minimize user fatigue.  
 
The test should be facilitated by a skilled usability professional and include think-aloud protocols and quantita-
tive measurements of effectiveness, efficiency, and satisfaction. In a think-aloud protocol, users perform the task 
while talking out loud about what they are doing, thinking, and expecting to happen.  This provides deeper detail 
on the users’ actions while allowing them to fully engage in the task. The scenario test should be followed up 
with the usability, usefulness, and satisfaction rating scales to allow comparisons between users and prototypes. 
(Rating scales are in the Appendix: Test Plan) 
 
Data should be collected and reported for each task: 

• Success rates 
• Time on task 
• Errors 
• Ranked usability  issues 
• Recommended changes 

 
In addition, overall scores for usability, usefulness, and user satisfaction should be tabulated and reported.  
 

Moving Forward 
Based on our understanding of the HSIN-CI-ADA website, we recommend iterative improvements to the site 
that include ongoing user input. Prior MIST research has provided a solid beginning for developing a user-
centered information system. The organizational and user goals align well and provide a clear path to success. 
The scenarios of use are derived from empirical data with security professionals and provide a concrete task flow 
for the site. The industry design persona is based on real world observations and discussions with private sector 
security professionals and can help focus the design team on what matters—user needs and limitations. The con-
tent structure, if based on users’ mental models and task requirements, can make valued content easy to access. 
And, the usability test plan can be used to measure the usability and usefulness of the information system. 
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Appendix  

A:	  Usability	  Heuristic	  	  
 
 

	  

 Strongly  
Disagree 

Somewhat 
Disagree 

Somewhat 
Agree 

Strongly 
Disagree 

A
cc
es

s	  

The registration process is easy* ☐ ☐ ☐ ☐ 
Passwords are easily managed* ☐ ☐ ☐ ☐ 

Users can access the right level of secure information* ☐ ☐ ☐ ☐ 
Information is accessible on mobile devices* ☐ ☐ ☐ ☐ 

The pages load quickly* ☐ ☐ ☐ ☐ 

N
av

ig
at
io
n	   The site structure is understandable* ☐ ☐ ☐ ☐ 

The site structure promotes important content* ☐ ☐ ☐ ☐ 
Navigation labels and links are clear and unambiguous* ☐ ☐ ☐ ☐ 

Site search is easy to access ☐ ☐ ☐ ☐ 
Site search is effective ☐ ☐ ☐ ☐ 

Co
nt
en

t	  

Information is targeted to specific interests, industries, & regions* ☐ ☐ ☐ ☐ 
Information is broken into logical chunks ☐ ☐ ☐ ☐ 
Detailed information follows overviews* ☐ ☐ ☐ ☐ 

Information has clear labels ☐ ☐ ☐ ☐ 
Plain language is used* ☐ ☐ ☐ ☐ 

Vi
su

al
s	  

Pages are easy to scan and read* ☐ ☐ ☐ ☐ 
Page layout supports content* ☐ ☐ ☐ ☐ 

Related items are visually grouped* ☐ ☐ ☐ ☐ 
Graphics are useful ☐ ☐ ☐ ☐ 

Color is used appropriately  ☐ ☐ ☐ ☐ 

In
te
ra
ct
io
n	   Site supports common tasks* ☐ ☐ ☐ ☐ 

Processes are consistent and standardized ☐ ☐ ☐ ☐ 
Errors are prevented (embedded help, undo) ☐ ☐ ☐ ☐ 

Feedback is provided* ☐ ☐ ☐ ☐ 
Shortcuts are provided for advanced users  ☐ ☐ ☐ ☐ 

Tr
us

t	  

Home page is self-explanatory ☐ ☐ ☐ ☐ 
Content is compelling* ☐ ☐ ☐ ☐ 

Content is accurate* ☐ ☐ ☐ ☐ 
Content is up-to-date and timely* ☐ ☐ ☐ ☐ 

Contact information is readily available ☐ ☐ ☐ ☐ 
 
  
* Industry requirements from MIST 
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B.	  Expert	  Review	  Summary	  
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C:	  Expert	  Review	  Details	  	  
(1= strongly disagree, 4 = strongly agree) 
 

	   Item	   Score	   Comments	  

Access 

The registration process is 
easy* 

2.0 - system locked up when filling in verification information and error 
messages indicated problem was known and ignored 
- necessity of filling in profile information before request could be pro-
cessed was not clear 
- not sure when authorization would happen--time frame too broad (12 
days), not adequate feedback over email 
- erratic behavior on Chrome 

Passwords are easily man-
aged* 

2.0 + password restrictions are reasonable 
+ pass code works well--multiple options for contacting 
+ 3 month expiration is too frequent 
- username format (as email) is not specified 
- missing username recovery information 
- password reset errors are not specifically called out--list is provided but 
you don't know what went wrong 

Users can access the right 
level of secure information* 

3.0 + SSI documents are available. Reconsider necessity of having separate 
entry point. Consider linking from FOUO to SSI. 

Information is accessible on 
mobile devices* 

3.0 + Accessed on iPhone 
- Simplified, but confusing navigation list for mobile navigation 

The pages load quickly* 3.0 + Reasonable page load 

Naviga-
tion 

The site structure is under-
standable* 

3.0 Not sure if upper navigation is HSIN or ADA 

The site structure promotes 
important content* 

1.0 + Page one topics are clear. -Add crime. 
- Documents are not ordered by importance or alphabetical.  
- Content categories are not clear. Consider using faceted search: meta-
tags = document type|topic|domain|risk level geographic area|date. 
- Use of tables for uncategorized lists does not support user tasks 

Navigation labels and links 
are clear and unambiguous* 

1.0 - HSIN upper navigation is not readable 
- Locating HSIN COI's by "memberships" is confusing and inconsistent 

Site search is easy to access 3.0 - HSIN white on white unreadable 

Site search is effective 1.0 - Search criteria are too broad.  Searched for crimes and uncovered a 
document that was about general air security. 

Content 

Information is targeted to 
specific interests, industries, 
and regions* 

2.0 - Only targeted to airline industry and specific type of threat.  Does not 
allow geographic, or customizable interests. Does not allow self-selection 
of interests. 

Information is broken into 
logical chunks 

1.0 +Topic chunking is helpful 
- Second level information is not chunked at all. 

Detailed information follows 
overviews* 

1.0 - Overviews are missing.  Content is not described nor is the topic of 
documents indicated. 

Information has clear labels 1.0 - No labels exist other than document title 

 

Plain language is used* 3.0 + Home page simple and clear. Recommend slight rewrite of intro: "The 
goal of this resource is to support information sharing in the air domain:" 
- Document titles are meaningless                                                         

 
* Heuristic is based on MIST research 
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Visuals 

Pages are easy to scan and 
read** 

1.0 - Subpages are lists of items--they do not provide or explain content 

Page layout supports content* 2.0 + Banner is aviation oriented 
- Purpose and audience is boxed in--should be prime content on 
home page 

Related items are visually 
grouped* 

3.0 - Search by product type and topic are similar functions.  
- Visually associate topics. 

Graphics are useful 3.0 Minimal use of graphics  

Color is used appropriately 3.0 Avoid blue text (use only for hyperlinks) 

Interac-
tion 

Site supports common tasks* 2.0 Some high level tasks are supported indirectly:  
 View or monitor recent threats (search by topic)  
 Understand security requirements (search by product--threat as-
sessment, policy) 

Other user tasks do not appear to be supported: 
 Receive training materials 
 Report a threat or pattern 
 Receive feedback on communications 
 See recommended mitigating actions 

Processes are consistent and 
standardized 

2.0 Site is structured like an intranet document library. Breaks conven-
tions of websites--brow sable, faceted classification system for refin-
ing queries, task focus 

Errors are prevented (embed-
ded help, undo) 

1.0  Closing out of document, closes ADA window and logs you out. 
Help is not available. 

Feedback is provided* 3.0 + "No content available" message 

Shortcuts are provided for ad-
vanced users 

2.0 Tagging is offered as a way to bookmark. Content tracking does not 
work to enter "and" searches 

Trust 

The home page is self-
explanatory 

3.0 Purpose and audience is clear 

The content is compelling* 1.0 Content topics are not surfaced.  

The content is accurate* 2.0 Unknown 

The content is up-to-date and 
timely* 

2.0 Content is not dated 

It is clear who owns the site and 
how they can be contacted 

2.0 Hosted by HSIN--+ credibility - historical usability 
Contact information missing 
No information on sponsoring agencies 

Desired 
Features 

Provide user selectable alerts* 1.0 Not available 

Provide access to centralized 
reporting and notices 

1.0 Not available 

Standardize the presentation of 
data 

1.0 Not available 

Show trends 1.0 Not available 

Show the impact on commerce 1.0 Not available 

Recommend follow-up actions 1.0 Not available 
Support face-to-face communi-
cations 

3.0 + HSIN web conferencing is easy to set up and invite others,  
- Connect interface is complicated 

                                                        
 
* Heuristic is based on MIST research 
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D:	  Card	  Sort	  
All card sorting exercises follow four steps: selecting the content, selecting the participants, preparing the cards, 
and analyzing the data.  
 
The first step is to select the content items based on user tasks (use cases) and a cross section of existing content.  
The user tasks for ADIEE are described in the previous section and are based on known scenarios of use. Con-
tent should be labeled in such a way that obvious categorization is avoided. For example, do not present a series 
of content pieces with a common descriptor (e.g., personal crime, corporate crime, international crime.) This 
simply tests the users’ ability to read. 
 
The next preparation step is to select the card sorting participants.  Participants should always be representative 
of the real users of the site. If the card sorting is conducted in person then the sorting can occur individually or 
in groups.  If groups are used it’s very important to have groups of about three to five participants per group 
that reflect the diversity of the user group.   Groups can be very beneficial as they have the tendency to discuss 
their thought process out loud while individual sorts usually require prompting participants to talk out their 
thinking process.  Further, groups can usually manage a larger number of cards than individuals.  The greater 
capacity for number of cards combined with user discussion can provide a very rich data set.  While the size and 
complexity of the website dictates the number of card sorts needed, researchers have documented that patterns 
emerge within as few as five groups or fifteen individuals.  Identifying fifteen to thirty users to engage in a group 
card sorting would be ideal.  Individual card sorting is also a viable option with several online tools available. The 
benefit of an online card sorting is that it provides the participant with flexibility in completing the sort and often 
include embedded analytics.  The shortcoming of the online version is that researchers cannot capture the 
thought process of the sorting.  Typically, for individual card sorting, ten individuals can provide a good sam-
pling, but with the complexity and heterogeneity of this user group, we would recommend a larger sample. 
 
The third step of preparing the cards is very important.  The card content must be succinct and yet balanced 
with the appropriate level of detail to be easily understood by the participants.  There can be variation in the 
number of cards provided.  The key is to provide enough cards so that grouping can emerge but not too many 
that participants are overwhelmed or tire of the activity.  Between thirty and one hundred cards is recommended.  
Once a card sorting has been completed, it can very valuable to then walk the participants through a scenario to 
validate their sort.  
 
Finally, once the card sorting activity has been completed the challenge of analyzing the cart sorting data begins.  
The analysis should look for both emerging similarities as well as differences.  For best results it is critical to al-
low time to see the data from multiple viewpoints and to not jump right into a specific taxonomy.  The results of 
the card sorting are then used to inform taxonomy that will best serve the goals and tasks of the user group.   
Once site taxonomy has emerged a more robust scenario testing will test and refine the site. 
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E:	  Usability	  Test	  Plan	  
Consent Form 
Today you are being asked to participate in the evaluation of a government website.  You will be asked to do one 
or more of the following:   

• Do a set of tasks on a computer 
• Talk out loud while doing these tasks 
• Fill out an opinion questionnaire 
• Take part in an interview 

 
We are not evaluating you or your capabilities – the purpose of this session is to evaluate and improve the web-
site.  
 
While you do these tasks, we will collect information on what you do and say.  Your evaluation will provide the 
designers with valuable information that will clarify users’ needs and issues. None, some, or all of your work with 
this product will be videotaped. You may stop or withdraw from this study at any time. If you have any ques-
tions or want to hear more about specific features, we can review these after the tasks are completed. 
 
We are committed to protecting the privacy of our participants. All information obtained from focus groups, 
usability sessions and interviews will be kept confidential and will not be used for any commercial advertising. At 
no time will we identify you with any specific information gathered during this study.   
 
You acknowledge that we retain the right to use all information collected in this study.  In addition, you hereby 
consent to our internal use of your voice, verbal statements, and videotaped screen pictures for evaluation and 
demonstration purposes only. 
 

     Signature:         

      Name (please print):       

     Date:         

 
Verbal Instructions 
Throughout the following tasks, you are encouraged to talk aloud. Say what you are thinking, and read aloud the 
text that you look at, including the tasks themselves.  Please complete the tasks in order—we may have you 
move on to the next task before you are done.   
 
When you feel that you have completed a task, or if you feel that you are unable to complete any task, say that 
you are done with it.  You may then proceed directly to the next task.   

  

Sample 
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Test Scenarios 
Starting your day (15 mins.) 
You have just finished taking care of your urgent security problems this morning and want to get any infor-
mation that can help you in your job. 

• Tell us what kinds of information you need to be situationally aware 
 

• Locate information on the website that will help you be situationally aware 
 

• Question: Are you satisfied with the information you have found? 
 

 
 
 
 
 
 
 
 

 
 
 

  
Facilitator role  

• Think-aloud protocol 
Backup  Tasks (if necessary) 

• Locate incident alerts  
• Locate regional security meetings (to stay informed and connected) 
• See crime trends  
• See local security breaches 
• See relevant weather trends  

 
Data Collection 
Issue Data 
Situational awareness  Types of information needed 
Task success Able to find relevant information to improve situational awareness 
Time on task Time to complete 
Number of clicks Clicks to find information 
Number and type of errors Mis-clicks, misunderstandings, targeting errors  
Interface issues Heuristic issues, verbal comments 

 
  

Sample 
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Looking for risks (15 min) 
You are about to revise your facility’s risk assessment and want to see if you can find any information on current 
risks in your area. 
 

• Question: What types of threats are you most concerned about? 
 

• Locate information on the site that can help you revise your risk assessment 
 

• Question: Are you satisfied with the information you have found? 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
  

	  
Facilitator role  

• Think-aloud protocol 
Backup  Tasks (if necessary) 

• Locate risk assessments from other facilities 
• View local risks 
• Locate tools to help you in your risk assessment 

 
Data Collection 
Issue Data 
Risk Assessment  Types of information needed 
Task success Able to find useful information on risk assessment, Question answer 
Time on task Time to complete 
Number of clicks Clicks to find information 
Number and type of errors Mis-clicks, misunderstandings, targeting errors, missing content 
Interface issues Heuristic issues, verbal comments 

	  
  

Sample 
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Reporting an incident (10 minutes) 
One of your security people has just observed someone photographing your facility.  You were not able to talk 
to the person with the camera but think you ought to let some one know just in case. You’re not sure if this is 
even something you should report but want to check it out. 
 

• Using the site, let others know about what you saw if you think it is important 
 

• Question:  What do you expect to happen after you report what you saw? 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
Facilitator role  

• Think-aloud protocol 
• Interview 

 
Backup Tasks (if necessary) 

• Locate the types of threats that should be reported 
• See what others are reporting 

 
Data Collection 
Issue Data 
Reporting task Expectations 
Task success Able to report an incident 
Time on task Time to complete 
Number of clicks Clicks to find information 
Number and type of errors Mis-clicks, misunderstandings, targeting errors, missing content 
Interface issues Heuristic issues, verbal comments 

  

Sample 
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Recommended procedures (10 minutes) 
You’re interested in finding out different ways to prepare for a threat.  You’ve heard that there are sample securi-
ty plans out there. 

• Locate security plans or processes that you might be able to adapt for your facility 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
Facilitator role  

• Think-aloud protocol 
 
Backup Tasks (if necessary) 

• Locate a response plan for another airport 
• Locate training materials 
• See lessons learned from others exercises 

 
Data Collection 
Issue Data 
Procedures task Types of information needed 
Task success Able to find sample response plans 
Time on task Time to complete 
Number of clicks Clicks to find information 
Number and type of errors Mis-clicks, misunderstandings, targeting errors, missing content 
Interface issues Heuristic issues, verbal comments 

	  
  

Sample 
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Policies (10 minutes) 
You’ve just heard that there is a new policy coming out that might affect the way you do business. 

• Locate new policies related to air security 
• Question: How do you typically find out about new or proposed policies? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  
Facilitator role  

• Think-aloud protocol 
 
Backup Tasks (if necessary) 

• Locate where to find relevant regulations 
• Lookup existing regulations regarding air security 

 
Data Collection 
Issue Data 
Regulations task Types of information needed. Typical sources of information 
Task success Able to find new regulations 
Time on task Time to complete 
Number of clicks Clicks to find information 
Number and type of errors Mis-clicks, misunderstandings, targeting errors, missing content 
Interface issues Heuristic issues, verbal comments 

 	  

Sample 



MAKING	  SECURITY	  INFORMATION	  USABLE 30 
 

M u l t i m o d a l  I n f o r m a t i o n  S h a r i n g  T e a m   A D  W e b  

F:	  Usability	  Scale	  
 
 
 
 Strongly Strongly   

 Disagree  Agree 
 

 1 2 3 4 5 

1. I think that I would like to use this website  
frequently. 

     

2. I found this website unnecessarily complex.     
 

3. I thought this website was easy to use.     
 

4. I would not spend the time to learn how to use 
this website.     

 

5. I found the various functions well integrated.     
 

6. I thought there was too much inconsistency.     
 

7. I would imagine that most people would learn to 
use this website very quickly.     

 

8. I found this website very awkward to use.     
 

9. I felt very confident using this website.     
 

10. I needed to learn a lot of things before I could 
get going with this website.     

 

 

 Strongly Strongly   
 Disagree  Agree 
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G:	  Usefulness	  Scale	  
 
 
 Strongly Strongly   

 Disagree  Agree 
 

 1 2 3 4 5 

1. Using this product improves the quality of the 
work I do. 

     

2. Using this product gives me greater control over 
my work.     

 

3. This product enables me to accomplish tasks more 
quickly.     

 

4. This product supports critical aspects of my work.     
 

5. This product increases my productivity.     
 

6. This product improves my job performance.     
 

7. This product allows me to accomplish more work 
than would otherwise be possible.     

 

8. This product enhances my effectiveness on the 
job.     

 

9. This product makes it easier to do my job.     
 

10. Overall, I find this product useful in my job.     
 

 

 Strongly Strongly   
 Disagree  Agree 

 
 
. 

H:	  Satisfaction	  Scale	  
 Strongly Strongly   

 Disagree  Agree 

1. I would recommend this site to other security pro-
fessionals.     
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